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Abstract

This paper presents a critical analysis of current 
cyber risk management practices in light of new 
and evolving Artificial Intelligence (AI) and 
Machine Learning driven adversarial attacks. 
Many enterprises are constantly grappling with 
cybersecurity risks and increased threats from 
phishing, ransomware and many other forms 
of cyber-attacks, often resulting in substantial 
financial losses when the risks are not adequate-
ly addressed.  With the advent of Artificial In-
telligence (AI) and Machine Learning (ML), 
such cyber-attacks and incidents will become 
more prevalent and potentially more devas-
tating to businesses large and small. With AI 
and ML tools at their disposal, cybercriminals 
can dramatically reduce technical barriers for 
launching cyberattacks. They can easily devel-
op more sophisticated social engineering tactics 
and ‘deep fakes’ that are not easily identifiable 
as such, thereby increasing the risks of unau-
thorized data disclosure. Drawing on literature 
review analysis, this research explores current 
and emerging AI- and ML-driven cyber threats 
faced by enterprises, effectiveness of current 
cyber mitigation measures and future manage-
ment practices that can be leveraged to improve 
the security posture of enterprises. The study 
evaluates both technical and non-technical cy-

ber risk management and mitigation measures 
and frameworks. The findings from this study 
help inform enterprise cyber risk managers 
and practitioners about the enormity of AI- and 
ML-driven cyber risks and presents emerging 
best practices to adequately mitigate those risks. 
The study contributes to the growing research 
on how threat actors are leveraging and AI and 
ML to expand cyber threats and how enterprises 
and organizations should respond to these ever 
evolving cyber risks.
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INTRODUCTION

The rapid advancement and ubiquity of 
modern technologies such as Artificial Intelli-
gence (AI) and Machine Learning (ML) has in-
troduced significant opportunities but also sub-
stantial challenges in the cybersecurity threat 
landscape. Cyber threat actors are taking ad-
vantage of these technologies to create new and 
more potent adversarial attack vectors, threat-
ening business operations and in some cases the 
very existence of ill-prepared and ill-equipped 
businesses. With generative AI and ML tools at 
their disposal, cybercriminals can dramatically 
reduce technical barriers for launching cyberat-
tacks. They can easily develop more sophisti-
cated social engineering tactics and ‘deep fakes’ 
that are not easily identifiable as such, thereby 
increasing the risks of unauthorized data disclo-
sure.  Cyber risk management is “a multifaceted 
approach aimed at identifying, evaluating, and 
mitigating the potential risks posed by cyber 
threats to an organization’s digital assets, sen-
sitive data, and critical infrastructure.” (Mizrak, 
2023). Identification, evaluation and mitigation 

http://doi.org/10.70301/CONF.SBS-JABR.2024.1/1.6
http://doi.org/10.70301/CONF.SBS-JABR.2024.1/1.6


72

of legacy cyber risks is substantially different 
from AI- and ML-driven cyber risks as these 
can easily morph and therefore become more 
evasive to conventional cybersecurity mech-
anisms. To adequately address the challenges 
posed by AI- and ML-driven cyber threats, ex-
isting cyber risk management frameworks and 
approaches need to be revisited and new and 
more effective AI-aware mitigation measures 
and frameworks established. From an academic 
perspective, cyber risk management research in 
the context of AI and ML is still emerging and 
much more still needs to be done. New research 
findings also need to be converted to proven 
cyber risk management strategies and practic-
es. Drawing on literature review analysis, this 
research explores current and emerging AI- and 
ML-driven cyber threats faced by enterprises, 
effectiveness of current cyber mitigation mea-
sures and future management practices that can 
be leveraged to improve the security posture 
of enterprises. The study evaluates both tech-
nical and non-technical cyber risk management 
and mitigation measures and frameworks. The 
findings from this study help inform enterprise 
cyber risk managers and practitioners about the 
enormity of AI- and ML-driven cyber risks and 
presents emerging AI-aware best practices to 
adequately mitigate those risks.   

LITERATURE REVIEW

Many researchers focus on the posi-
tive uses of AI and not so much on adversari-
al AI-driven cyber risks. According to Kaloudi 
and Li (2020), “researchers have not summa-
rized AI-based cyber attacks enough to be able 
to understand the adversary’s actions and to 
develop proper defenses against such attacks.” 
Similarly, Schreiber and Schreiber (2024) note 

that there is “insufficient exploration of AI cy-
bersecurity awareness in the current literature”. 
However, the research interest and focus is 
steadily growing. A number of interesting and 
relevant research papers on AI-driven cyber 
risks have emerged in the past five years, high-
lighting the increasing attention to this critical 
area.  In their research paper titled “Artificial 
intelligence (AI) cybersecurity dimensions: a 
comprehensive framework for understanding 
adversarial and offensive AI”, Malatji & Tolah 
(2024) delve into “the multifaceted dimensions 
of AI-driven cyberattacks” and provide some 
interesting insights on motivations, implications 
and potential mitigations. Wang et al. (2023) of-
fer an overview of recent advancements in AI- 
and ML-adversarial attacks and defenses, with 
a special focus on machine learning and deep 
neural network-based classification model. An-
other recent research is from Kumar (2024), 
whose survey presents “more than 200 recent 
papers concerning adversarial attacks and tech-
niques”.  From these and other research papers, 
interesting patterns on AI- and ML-driven cyber 
risks begin to emerge. Characteristics of these 
risks are different from the legacy cyber risks. 
For instance, AI and ML based cyber threats 
have a high level of sophistication and evasive-
ness (Malatji M. & Tolah A., 2024). AI-driven 
cyberattacks “involve using advanced machine 
learning algorithms to identify vulnerabilities, 
predict patterns and exploit weaknesses” (De-
wayne, 2024). Other AI- and ML-driven cyber 
risks include “Deep Fakes” resulting “from the 
“democratization” of powerful generative AI 
technologies” (Lyu, 2024), “next-generation” 
and “AI-enhanced malware” (Fritsch et. al.) 
and “AI-powered tools that use data analysis 
for offensive cyber operations” (Yamin et. al., 
2021). In addition, some researchers establish 



73

that “self-learning” and “AI-powered” social 
and intelligent bots can potentially “unleash 
incredibly powerful, human-like armies of so-
cial bots, in potentially well coordinated cam-
paigns of deception and influence” (Foysal et. 
al., 2019, Guembe et. al.). More complicated 
cases of AI-related cyber risks emanate from 
adversarial machine learning (ML), where a 
bad actor uses ML to alter the functionality of 
AI-designed models, resulting in an undesirable 
behaviour of the models (Mirsky et. al., 2022, 
Waizel, 2024). 

EFFICACY OF CURRENT CYBER RISK 
MITIGATION PRACTICES

The efficacy of current cyber risk man-
agement practices in light of AI- and ML-driven 
adversarial attacks is a growing area of concern 
for practitioners. While traditional cyber risk 
management measures still play an important 
role in identifying, remediating and protect-
ing critical enterprise infrastructure and assets, 
the sophistication and adaptability of AI and 
ML-driven attacks pose significant challenges. 
Many practitioners have primarily responded to 
the escalating cyber risk challenges by adopting 
technology solutions that automatically identify 
and block threats before they cause harm. With 
the advent of generative AI and ML, the best 
technical solutions become vulnerable as these 
can be easily circumvented as AI- and ML-tools 
are able to “adapt and change their attack meth-
od” on the fly (Hart, 2023). Cyber threat actors 
are leveraging AI and ML techniques such as 
AI-generated audio and video “deep fakes” 
and AI-enabled targeted and tailored phishing 
emails to overcome existing technical defenses. 
In 2020 cyber criminals used AI voice cloning 
to dupe a Hong Kong branch manager into au-
thorizing $35 million in transfers, thinking he 

was acting on orders from his company’s direc-
tor. In 2018, cyber criminals managed to bypass 
a facial recognition authentication and autho-
rization system using AI-generated synthetic 
images resembling authorized personnel. Prac-
titioners need a more holistic approach, includ-
ing ‘human risk’ management, collaboration on 
best practices, AI awareness and training, and 
AI governance, to adequately defend against 
cyber threats in the new era of AI- and ML-driv-
en cyber attacks.  Cyber risk management also 
needs to be repositioned within the enterprise 
to become a more encompassing domain across 
enterprise business lines. The role of the cyber 
risk manager or chief security officer is often 
marginalized to a mere IT function, devoid of 
influence in critical business decisions. Without 
a “seat at the table” when it comes to key busi-
ness and AI transformation  initiatives, cyber-
security practitioners will struggle to introduce 
and manage adequate security measures effec-
tively, leaving their organization vulnerable 
to AI- and ML-driven cyber threats. Research 
studies show that the risks and trust issues posed 
by “black-box” AI systems are often neglected 
as companies seeking to leverage AI and ML 
for innovation, time to market and competitive 
advantage (Chakravorti, B., 2024, Carabantes, 
M., 2020). Cyber attackers can infiltrate and 
‘poison’ data used for AI training models and 
manipulate the training model “to subvert the 
learning process” (Ishai et al., 2021). Early and 
proactive involvement and collaboration be-
tween the business and cyber risk managers is 
crucial to address ‘potential’ cyber risks that 
emanate from implementation of AI and ML 
initiatives (Aziz, S. & Dowling, M., 2019). This 
will ensure that these potential issues do not 
evolve to become vulnerabilities that can be ex-
ploited by threat actors down the line.
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Another key question is to what extent 
existing Cyber Security Frameworks are capa-
ble of coping with AI- and ML-related cyber 
threats. Researchers and practitioners have be-
gun to challenge the efficacy of existing cyber-
security frameworks in light of AI-driven cyber 
threats and propose new perspectives and im-
provements of existing frameworks. Malatji, M. 
& Tolah, A. (2024) propose a new “comprehen-
sive framework for understanding adversarial 
and offensive AI”, which offers new insights 
into potential, newer AI-aware mitigation strat-
egies. 

EMERGING CYBER RISK MITIGATION 
STRATEGIES AND BEST PRACTICES

Traditional cybersecurity measures re-
main important, but more emphasis should be 
put on emerging strategies and best practices 
that can deal more effectively with the complex-
ity and sophistication of AI- and ML-driven cy-
ber threats. Technical measures as well as other 
multi-pronged and more holistic  approaches 
are important ‘best practice’ considerations.  

Threat hunting 

AI and ML capabilities are important 
tools for enhancing cybersecurity measures 
such as anomaly detection, malware identifi-
cation and response, threat analysis and intru-
sion prevention, an approach termed ‘threat 
hunting’. Using Natural Language Processing 
(NLP) and ML algorithms, AI and ML tools 
can sift through enormous amounts of data and 
identify patterns that indicate a potential ma-
nipulation or infiltration of the data by cyber 
criminals (Chaddad A. et. al., 2023). Instead of 
just reacting to cyber-attacks as and why they 
happen, this approach allows cyber risk prac-

titioners to proactively address potential cyber 
threats before they can cause significant harm. 

Adversarial training

Adversarial training is an approach 
whereby AI and ML defensive models are 
trained using ‘adversarial’ examples to test and 
improve their robustness. Such ‘adversarial’ ex-
amples consist of inputs designed to ‘malicious-
ly’ manipulate the model in a safe and controlled 
environment. This is important approach, hold-
ing the promise to better understand how cyber 
threat actors leverage AI and ML to cause harm, 
which then helps develop more robust cyberse-
curity measures. 

Research shows that adversarial train-
ing significantly enhances the effectiveness of 
cybersecurity systems. Research shows that 
adversarial training can improve the perfor-
mance of cybersecurity systems (Nunez & Es-
teban, 2022). Alexander Shashkov et al. (2023) 
showed that attackers became more effective in 
“thwarting” cyber defenses when ‘adversarial 
agent-learning’ was used to optimize “adver-
sarial behavior of agents cybersecurity simu-
lations”. These learnings and insights can be 
converted into powerful cyber defense mecha-
nism as practitioners gain a more sophisticated 
understanding of potential uses of AL and ML 
by cyber threat actors. 

Due to the black-box nature of AI and 
ML algorithms, there is always the residual risk 
that these algorithms might have been ‘poi-
soned’ and therefore subject to manipulation by 
threat actors.

Explainable AI

Explainable AI (XAI) refers to AI sys-
tems designed to provide clear, understandable 
explanations for their decisions and actions 
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(Minh et. al., 2022). This provides transparency 
and makes it easier to determine whether the AI 
and ML models might have been manipulated. 
The ability to explain AL and ML algorithms 
is a double-edged sword. “Current XAI mod-
els are still vulnerable to adversarial attacks, 
leading to public concerns about XAI security” 
(). Cyber threat actors can leverage the same 
technology to better understand defensive AI 
and ML models, making it easier for them to 
device infiltration measures.  Anything techno-
logical in nature is bound to be an ‘arms race’ 
between practitioners and threat actors. These 
technical approaches must be combined with 
other non-technical measures to improve cyber-
security.

Adapted frameworks for AI and ML

Legacy cyber risk management frame-
works do not adequately address emerging is-
sues around AI- and ML-driven adversarial 
cyber threats. Practitioners and academic re-
searchers have proposed new and more holistic 
frameworks that seek to address this gap. 

The National Institute of Standards and 
Technology (NIST) has recently updated its cy-
bersecurity framework to include AI and ML 
considerations (National Institute of Standards 
and Technology, 2024). to enhance threat de-

tection and response capabilities. The Interna-
tional Organization for Standardization (ISO) 
also recently updated its standards to include 
guidelines for managing AI and ML cyber risks. 
These and other efforts represent important 
steps but they are just the first steps in a dynam-
ic and rapidly evolving space. More attention 
needs to be given to improving existing frame-
works to become more robust and responsive in 
the face of AI and ML risks.

In their thesis on “AI-driven cyber risk 
management framework”, Agzayal & Bouhor-
ma (2024) propose integrating AI with tradi-
tional risk management models to evolving cy-
ber risks on smart cities and Internet of Things 
(IOT) ecosystems. Although this research is 
only specific to smart cities and IOT ecosys-
tems, such efforts are important to advance 
legacy cyber risk management to cope with AL 
and ML-adversarial attacks. Similar efforts still 
need to be had, which this paper is one. 

To be successful against cyber threat 
actors in the AI and ML era, cyber risk man-
agement frameworks must offer holistic models 
that not only focus on technology but address 
other non-technical aspects, including people, 
process and governance as shown in the figure 
below. 

Figure 1 – Holistic approach to managing cyber risks in the face to AI- and ML-driven cyber threats (author)
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In addition, it is important to constantly 
evaluate, measure and improve the maturity of 
an enterprise’s cyber risk management practic-
es in terms of its ability to cope with evolving 
AI and ML-based threats. The maturity model 
below is my attempt to infuse an AI perspective 
into existing maturity models. 

CONCLUSION

When many enterprises and organiza-
tions think about AI and ML, they tend to fo-
cus on how this new technology can help them 
innovate, improve productivity and reduce op-
erational costs. The challenges and potential 
minefields that emanate from the use of the 
same technology by cyber threat actors is either 
not clearly understood or in some cases mini-
mized outright. This research study has served 
to inform and educate  cybersecurity manage-
ment practitioners and researchers about poten-
tial pitfalls and emerging cyber risks  and equip 
them to deal adequately with the emerging AI 
and ML-driven adversarial threats. The reader 
needs to carefully evaluate how this research is 
applicable to their own context and situations.

Figure 2 – NIST CSF Tiers for cybersecurity risk management (adapted for AI-driven adversarial 
attacks by Author - National Institute of Standards and Technology (2024))
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